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Anomaly detection algorithm based on
Gaussian mixture variational auto encoder network

CHEN Huahua, CHEN Zhe, GUO Chunsheng, YING Na, YE Xueyi, ZHANG Jianwu

School of Communication Engineering, Hangzhou Dianzi University, Hangzhou 310018, China

Abstract: Anomalous data, which deviates from a large number of normal data, has a negative impact and contains a
risk on various systems. Anomaly detection can detect anomalies in the data and provide important support for the
normal operation of various systems, which has important practical significance. An anomaly detection algorithm
based on Gaussian mixture variational auto encoder network was proposed, in which a variational autoencoder was
built to extract the features of the input data based on Gaussian mixture distribution, and using this variational au-
toencoder to construct a deep support vector network to compress the feature space and find the minimum hyper
sphere to separate the normal data and the abnormal data. Anomalies can be detected by the score from the Euclidean
distance from the feature of data to the center of the hypersphere. The proposed algorithm was evaluated on the
benchmark datasets MNIST and Fashion-MNIST, and the corresponding average AUC are 0.954 and 0.937 respec-
tively. The experimental results show that the proposed algorithm achieves preferable effects.

Key words: anomaly detection, variational autoencoder, Gaussian mixture distribution, hypersphere
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